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 A malware is a term for any software that gets installed on your machine and performs 

unwanted tasks. Kernel malware is more destructive which can control the whole 

system including the hardware and software. The traditional malware approaches and 

detection techniques have been focusing on the kernel of the host system. Many 
research proceeds on malware hooking behavior and defense and preventive actions. 

Still an automated analysis of the actual malicious goals and patching the behavior is 

not investigated properly. In this paper, the detection of malware is done and the 
recovery of the Virtual Machine from the malware is also carried out. In this paper, a 

hybrid malware detect memory mapper has been proposed which detects the malware 

and recovers the system. It will identify the malware influenced sensitive data and 
possible solution for the problem. 
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INTRODUCTION 
 

 Information security is the process of safeguarding an organization’s data from unauthorized access or 

modification to ensure availability, confidentiality and integrity. It deals with different trust aspects of 

information and protection. The security includes the physical security as well as electronic security. The areas 

of focus in information security are confidentiality, integrity and availability. 

 Malware is a hostile, intrusive or annoying software or program code. It registers its own function into its 

target location to achieve malicious intents. Rootkits that run in the kernel OS obtain the absolute rights of the 

system resources. Kernel malwares are difficult to detect because we cannot scan or modify the malware in the 

kernel mode. Even a minor bug in the kernel mode can cause kernel crash. Hybrid malware combines the 

characteristics of two types of malware. It features the virus ability to alter the program code and uses worm’s 

propagation method to spread throughout the network. Malware writers are very experienced in using tricks to 

get users to download their malware. Software that comes bundled with “other software” is called Trojan horse. 

The different types of malware include virus, adware, spyware and browser hijacking software. 

 Kernel rootkits can provide user level malware programs with the additional capabilities of hiding their 

malicious activities by altering the legitimate kernel behavior of the operating system. They affect the system 

security by modifying the kernel data structures. The kernel maintains several hundred heterogeneous data 

structures, most of which are critical and if any rootkits affect this routine of the kernel, the kernel may get 

crashed leading to the loss of all the data. Most malwares are packed to complicate malware analysis and evade 

malware detection. By taking advantage of this intrinsic nature, many unpacking tools have been developed to 

extract the packed code without requiring knowledge of the packing technique used by the malware. 

 Virtual machine is an emulation of particular computer system. They operate based on the computer 

architecture and their implementations may involve specialized hardware, software or the combination of both. 

Virtual machines are becoming more common in enterprise operational environments. So, malware hackers are 

learning to write their code to attack the infrastructure more effectively while avoiding detection. The detection 

of malware in the virtual machine was based on the behavior and signature of the malware. All the software that 

runs in host system cannot run in the virtual machine and that is the reason why the discovery of malware is 

difficult in virtual machine. 
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 Yiguo Pu, et al., were dealt with the detection of data stolen Trojan based on network behaviour. Data 

stolen Trojan is a kind of malicious software that aims at stealing sensitive data from victim hosts. They 

proposed a model to detect the data stolen Trojans by using three detectors:  Keep-alive detector; Master-slave 

connection detector; Mistake detector. It is easy to deploy and detect new Trojans that communicate with same 

features. The issues were the Trojans may disguise to bypass the detect system. It is possible to make false 

positive judges and false negative judges. 

 David Harley, et al., illustrated the problem between the anti-malware industry and rest of the malware 

world, it resolves around the difficulties and misunderstandings that plague product testing and evaluation. The 

key issue is it should satisfy all the principles during testing. If anyone principle is not satisfied, then the testing 

will not be accurate. 

 Yingxu Lai, et al., described the traditional signature based on scanning technology. This approach cannot 

detect the new malicious code before the virus database is updated. BAYESIAN algorithm is used on string and 

byte sequence to get high accuracy. This method is based on static analysis of programs, used machine code and 

Application Program Interface call sequence. The issue associated in this approach is class conditional 

independence and loss of accuracy. 

 

1. Methodology: 

 In our approach, the malware in the virtual machine is being detected and also tends to be monitored with 

the help of malware detector. Monitoring application execution involves: 

 Memory management leaks 

 Memory performance checks 

 Unmanaged code execution 

 Listing down the malware and fixing it by implementing over some testing analysis like malware bytes anti-

malware (MBAM) scanner was considered to be projected in our proposed analysis. Dynamic detection of 

malware activity in virtual environment detects the vulnerable activity in kernel aided with proof carrying out 

over the injected malware code and memory leakage mechanism. Malware detector and malware monitoring 

will eradicate and prevent the vulnerable malwares in the virtual machine providing anti-malware protection. 

 

Architecture: 

 
Fig. 1.1: 

 

 In Fig. 1.1, the user accesses the Virtual Machine programs by using Application call for Kernel Mode 

Services. If any malware is present in the VM, it is monitored and detected and fixed by the anti-malware. It 

identifies the worms in the VM by Hybrid Malware detect memory mapping technique. By doing so, the 

memory leaks, irregular memory wastage and improper properties of exe files. 

 

Algorithm: 

 The malware bytes anti-malware scanner algorithm is configured to use the interpreted virtual memory 

states and the interpreted virtual disk states to detect system’s malware and the affected files. As the user open 

and the uses the malware infected file and when he restarts the system, the process what the user is doing will be 

sent as the screen shots to the one who created the malware. This may lead to loss of personal data. 
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Input: Infected File. 

Output: Detect the infected file and monitor the system 

Begin 

 P: Perfect detection program 

 V: Infected file 

 While (P (! end) ) 

 Begin 

  If P (V) => P calls to V file 

   infect (); 

   Print “halt the program” 

  Else 

   Continue and go to while 

 End 

 Void infect () 

 Begin 

  Finish the operation within file 

  Inform to mail 

 End 

End 

 

3. Results: 

 Thus in our approach, monitoring, detecting and fixing the malware in the virtual machine is done by 

malware bytes anti-malware scanner algorithm. Monitoring application execution involves memory 

management leaks, memory performance checks and unmanaged code execution. Malware detector and 

malware monitoring will eradicate and prevent the vulnerable malwares in the virtual machine by providing 

anti-malware protection. 

 

4. Discussion: 

 There were many approaches for detecting the malware in the kernel of the system. One such approach is 

the DKOM (Direct Kernel Object Manipulation) model. The existing system goes along with the malware 

identification pattern using the obtainable hardware Services (kernel) that identifies by detecting the Malware in 

order to clean up the worms and viruses by providing temporary protection to system. Memory Leaks leads to 

memory leakage in the virtual machine which leads to handle the files with the improper usage of Application 

call for Kernel Mode Services Irregular memory wastage and improper properties of exe files while accessing 

the VM access program are considered to be some of the drawbacks of the existing approach. In existing, the 

malware is identified in the actual OS only. But, in our approach, the malware in the virtual machine is being 

detected and also tends to be monitored with the help of malware detector. Monitoring application execution 

involves Memory Management Leaks, Memory Performance Checks, Unmanaged Code execution and Listing 

down the malware and fixing it by implementing over some testing analysis like Malware bytes Anti-

Malware (MBAM) scanner was considered to be projected in our proposed analysis. Dynamic detection of 

malware activity in virtual environment detects the vulnerable activity in kernel aided with proof carrying out 

over the injected malware code and memory leakage mechanism. 

 

5. Conclusion: 

 The system works by building a live kernel object map that can dependably observe information activity 

rootkit attacks attributable to its un tampered view of kernel objects. The map is then employed in combination 

with an observation agent to trace operation patterns on kernel information objects. Supported these access 

patterns; we propose a replacement malware signature approach victimization consistent patterns specific to 

malware attacks. Malware detector and malware observation can eradicate and stop the vulnerable malwares 

within the virtual machine by providing anti-malware protection.  
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